
Problem Setting: Fine-tuning-as-a-Service

• Recently, AI service providers such as OpenAI and Google have introduced Fine-tuning-

as-a-Service (FaaS), which enables users to customize LLMs with user-provided datasets.

• However, fine-tuning can weaken safety alignment, even in safety-aligned LLMs.

• This safety degradation becomes more severe when user data contains harmful samples.

• We refer to this threat as Harmful Fine-tuning Attacks.

• A recent work [1] activates harmful-behavior modules during fine-tuning to suppress 

undesired behavior learning, but its underlying mechanism remains unclear.
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Buffer-and-Reinforce Fine-tuning Framework

Step 1. Before Fine-tuning

Our goal is to reveal the mechanism through gradient-level analysis and 

propose a Buffer-and-Reinforce fine-tuning framework that buffers harmful 

updates and reinforces safety while preserving user-task utility.
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How jailbreaking mitigates harmful fine-tuning?

• Safety-aligned LLM: Llama3-8B-Instruct

• Jailbroken LLM: Llama3-8B-Instruct fine-tuned on LAT harmful data [2].

• Harmful data: BeaverTails dataset [3] (e.g., abuse, violence, hate speech, and crime).

• Harmless data: GSM8K dataset [4] (grade-school math problems)

• Safety Gradient Score

• Safety-aligned LLM has room to learn harmful data, allowing harmful fine-tuning.

• Jailbroken LLM has converged on harmful data, saturating safety-degrading gradients.

• However, jailbroken LLM retains comparable gradients on harmless data.
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• 𝑙: layer index

• 𝑔: gradient

• 𝑣: safety vector (from safety-trained LoRA weights)

• 𝜖: epsilon  (= 10−8)

Therefore, temporary jailbreaking buffers harmful updates by saturating 

safety-degrading gradients while preserving user-task learning.

Our framework consists of three LoRA modules.

• BufferLoRA: Temporarily jailbreaks the LLM to buffer harmful updates during user fine-tuning.

• UserLoRA: Learns user-specific task knowledge from user data.

• ReinforceLoRA: Reinforces final model safety through QR-based merging with UserLoRA. Experiment Results

FaaS Provider pretrains BufferLoRA and ReinforceLoRA.

• BufferLoRA: trained on harmful query and answer pairs to induce jailbreak state.

• ReinforceLoRA: trained on harmful query and refusal answer pairs and benign data under the 

jailbreak state that BufferLoRA is attached to learn strong safety

• These modules are trained once and reused globally for all users, minimizing overhead.
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Step 2. User Fine-tuning

Fine-tune the LLM on user-provided data for model customization.

• BufferLoRA: attached but frozen to saturate safety-degrading gradients.

• UserLoRA: attached and trained to learn task knowledge while harmful updates are buffered.

• BufferLoRA is detached after user fine-tuning to restore the safety-aligned base model.
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Step 3. Post Fine-tuning

Integrate safety knowledge without compromising user-task performance.

• Naively merging ReinforceLoRA with UserLoRA degrade  downstream utility.

• We use QR decomposition to identify the UserLoRA task subspace.

• ReinforceLoRA is projected onto the orthogonal complement of this subspace.

• QR-based merging reinforces safety while preserving learned user-task utility.
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Table 1. Comparison of safety and utility under varying harmful data ratios (p) in user data. 

Lower Harmful Score and higher Fine-tuning Accuracy indicate better performance.

Table 2. Comparison of safety and utility across varying user data sizes (n), ranging from 500 to 

2,500. Lower Harmful Score and higher Fine-tuning Accuracy indicate better performance.

• Buffer-and-Reinforce consistently achieves low Harmful Score while maintaining 

high Fine-tuning Accuracy across varying harmful ratios and user data sizes.
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